Falcon Private Access - Live Screenshot Book

41 screenshots captured from the running demo application.
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05. App Manager
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06. Aperture Engine
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09. Private App Graph
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13. Members
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15. Posture Rules

Ap i e fo N, ana =

DISK
FIREWALL  convotion J ' Create posture rule

Managed healthy laptop

. deskiop Yes Ye
required

Mobile jailbreak/root

block mobile No

nmand C

rture Engine




16. Access Policies
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17. Live Sessions
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19. Connectors
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20. Vendor Access
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25. Stepup Mfa
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26. Signed Updates
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27. Readiness
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28. Network Lab
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TEST CASE

Managed employee device opens HTTPS private app through connector.

Unmanaged external partner receives browser-only access and no tunnel route.

Broad route request 10.0.0.0/8 is rejected without account owner override.

DNS and IPv6 leak guard settings are present in generated profile.

Gateway apply plan can be rolled back from backup.

Connector mTLS attestation fails if certificate fingerprint is unknown.

Passkey preview rejects wrong challenge response.

Disabled member loses active sessions.

Expired vendor window kills access.




29. Evidence Pack
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SECTION EVIDENCE COUNT
Access control Falcon-only roles, Access policies, Micro-route decisions

Device trust Device passports, Posture rules, Agent heartbeats

Private app access Private App Graph, Connector discoveries, Gateway profiles

Auditability Append-only audit event stream, SIEM export preview

Change control Signed update verification, Gateway apply dry-run plan

Third-party access Vendor Vault grants, Browser-only windows




30. Release Gates

Release gates
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falcon-only-roles passed
license-active passed
gateway-plan-ready missing
agent-service-plan-ready missing
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31. Hardening
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Gateway config endpoint and per-device peer model exist.

Resources and app segments default to deny.

Posture rules evaluate firewall, disk encryption, EDR, MDM, patch age,
root/jailbreak.

Time-bound vendor grants with recording and file-transfer controls.

Approval, expiry, recording, and command logging model.

Discovered private apps remain pending until approved.

Confic tion endpoints exist; real IdP callback integration remains next phase.

Secure DNS, phishing and malware controls mode

Update manifest signature verification endpoint is included for release pipeline
integration.

Agent enroliment, device passport, diagnostics, and WireGuard client profile
generation are included.

Connector heartbeat and discovery ingestion endpoints are included.

Windows, macOS, and Linux service plan generation is included, with rollback
instructions.




32. License
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